ITamsaTka nos odyyarommuxcs 00 nHGOPMALMOHHOI 0e30aCHOCTH JeTeil

HEJIb351

1.  Bcem mojapsa cooOImaTh CBOK YacTHYIO HH(pOpMaLuio (HacTosAmue uMs, hamMuinio, TeaedoH,
ajipec, HOMep MIKOJIbI, a TaKkXke (hoTorpaduu CBOH, CBOCH CEMbHU U JIpy3eil)

2.  OTKpBHIBaTh BIOXKEHHBIC (DaiiiIbl 3JICKTPOHHOM IMOYTHI, KOT/Ia HE 3HACUIH OTIIPABUTEIIS

3. TpyOWTB, IPUAMPATHCS, OKA3BIBAThH JaBJICHHE — BECTH CeOsl HEBEXKIMBO M arpECCHUBHO

4.  He pacropspKaiics ICHbraMH TBOCH CEMbU 0€3 pa3pelieHUs CTapIIuX — BCeTAa CIparimBan
pOIUTENEH.

5.  He Bctpeyvaiicss ¢ VIHTepHET- 3HAKOMBIMH B PEaibHOM JKU3HU - TOCOBETYICS CO B3POCIIBIM,
KOTOPOMY J0BEpSCIIb

OCTOPOXKHO

1.  ne Bce nmumyt npasny. Yuraeus o cedbe Henpasay B MHTepHeTe — cooOuiu 006 3T0M CBOUM
POIUTENSIM UJTU ONIEKYHaM.

2.  TNpUIJalaroT epernuchiBaThCs, UIpaTh, OOMEHUBATHCS — IPOBEPh, HET JIM MOABOXA

3. He3akoHHOE KomupoBaHue (aiiyioB B IHTEpHETE - BOPOBCTBO

4.  Bcerja pacckas3blBail B3pOCIJIbIM O Npo0JieMax B CETU — OHM BCEra MOMOTIYT.

5. Hcnonb3yid HaCTPOWKH OE30MACHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPSATh CBOM AKKAYHTHI B
COIICETSIX U IPYTUX MOopTaax.

MOKHO

1. VYBaxaii Apyrux nosib3oBareseit

2.  Tlonb3yembess IHTEpHET-MCTOUHUKOM — JIeNail CChUIKY Ha HETo

3. OTkpbIBaii TOJIBKO TE€ CCHUTKH, B KOTOPBIX YBEpEH

4.  OOwmarbcs 3a TOMOIIBIO B3POCIIBIM — POJUTENH, ONIEKYHBI M aIMUHUCTPAIUS CAaTOB BCeraa

MOMOTYT.
5. Ilpoiinu obydenue Ha caiite «CeTeBUYOK» U MOIY4H NAcopT HUPPOBOTro rpaskaaHuHAa!

NudpopmanuonHasg naMaTka
AJis1 o0yqarommxces Ui pa3MenieHusi Ha opunuanbHbIXx UHTEpHET-pecypcax

C KaXXIbIM T'OAOM MOJIOJACKH B HMHTCPHETC CTAHOBHUTHCA 60}'[];1]16, a IIKOJIBHUKU OJHHU H3 CaMbIX
aKTHUBHBIX MoJyIb30Barene PyHera. Mexnay TeMm, MOMHUMO OIpPOMHOIO KOJIMYECTBA BO3MOXKHOCTEH,
MHTEPHET HEeCeT U MpoOieMbl. JTa MaMsTKa J0JKHA TOMOYb TeOe 0e3011acHO HaXOJUThCS B CETH.
Komnbrorepabie BUPYyChbI

Komnviomepnbiti _gupyc — 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IIPOTpPaMM, OTIUYUTEIBHOU
0COOEHHOCTBIO KOTOPOH! SIBISIETCSI CHOCOOHOCTD K Pa3MHOXKEHHIO.

B nomonHeHne K 3TOMY, BHPYCHI MOTYT IMOBPEAMTH WM TMOJHOCTbIO YHMYTOXHUTH Bce (ailiabl U
JaHHbIE, TIOJAKOHTPOJIFHBIE TIOJH30BATENI0, OT HMMEHH KOTOpOro Oblga 3alylleHa 3apakE€HHas
IporpaMma, a Tak)Ke MOBPEAUTh WM JaXKe YHUUTOXKUThH OMEPAIMOHHYIO CUCTEMY CO BceMH (aitnamu
B 11€JI0M. B O0NbIIMHCTBE CllydaeB pacnpOCTPaHSIIOTCS BUPYCHI YEPE3 UHTEPHET.

MeToabl 32a1IMTHI OT BPEAOHOCHBIX IPOrpamMM:

1. Hcnonw3yil coBpeMEHHbBIE ONEPALMOHHBIE CUCTEMbI, UMEIOLINE CEPhE3HBIN YPOBEHD 3aIIUTHI OT
BPEIOHOCHBIX MPOrPaMM;



2. IlocrosHHO ycraHaBnuBail maytu (OUQPOBBIC  3aIUIaTKH, KOTOpPhIE  ABTOMATHUYECKH
YCTAQHABJIMBAIOTCS C LIEIbI0 AOPAOTKM MPOrpaMMbl) M Jpyrue OOHOBJIEHMs CBOEH oOmeparoHHON
cucrteMbl. CkaunBail UX TOJBKO ¢ opuImanbHoro caifta pazpadorunka OC. Ecnu cymecTByeT pexxum
aBTOMAaTHUYECKOr0 OOHOBJICHMSI, BKIIIOUH €r0;

3.  PaOotaii Ha cBOEM KOMIIBIOTEpE IOJ IpaBaMH IOJIb30BATeNsl, a HE aJMHHUCTpaTopa. JTO HE
IO3BOJIMT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMM HHCTANIUPOBATbCd Ha TBOEM IIEPCOHAIBHOM
KOMIIBIOTEPE;

4. Hcnonb3ydl aHTUBUPYCHbIE IPOIpaMMHbIE IPOAYKTbl H3BECTHBIX IPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb puU3MUECKHUI JOCTYI K KOMIIBIOTEPY JUIsl TIOCTOPOHHUX JIULI;

6. HMcnonp3yil BHemHHME HOCUTENH HH(OpManuMM, Takue Kak Quiemka, JUcK uiau (ain u3
UHTEPHETA, TOJIbKO U3 NPO(EPEHHBIX HCTOUHUKOB;

7.  He orkppiBaii KOMIBIOTEpHBIEC (ailiibl, MOJyUYECHHBIE U3 HEHAIE&KHBIX MCTOYHHKOB. Jlaxke Te
(aiinpl, KOTOpbIE IpUCIA TBOIM 3HAKOMBIN. JIyyllle yTOuHHM y HEro, OTHPABJISII JIU OH TeOe UX.

Cerun WI-FI

Wi-Fi - 3T0 He Buj nepeayn JaHHBIX, HE TEXHOJOTHs, a BCETOo JIHIIbL Opena, mapka. Emte B 1991 roay
HUJepiaHjackas Kommanus 3apeructpupoBana open «WECA», yto 0003Hayajio CJlI0BOCOYETaHHE
«Wireless Fidelity», koTopbiii IepeBOAUTCS KaK «OECIPOBOIHAS TOUHOCTD.

Jlo Hamiero BpeMeHH Jonuia apyrasi abOpeBuarypa, KOTopasi SBISICTCS TaKOH e TEXHOJIOTHEH. DTo
ab6peBuatypa «Wi-Fi». Takoe Ha3BaHue ObLJIO JaHO ¢ HaMEKOM Ha CTaHIApT BBICIIMM 3BYKOBOM
texuuku Hi-Fi, uTo B mepeBosie 03HaYaeT «BBHICOKAs TOYHOCTHY.

Ja, 6ecrinaTHbIM MHTEPHET-I0CTYI B Kade, OTeNsAX U a3pONopTax SBISIETCS OTIMYHONW BO3MOKHOCTBIO
BbIXO/1a B MHTepHET. Ho MHOrMe skcnepTsl cuuTaroT, 4to oduienoctynHele Wi-Fi ceTu He ABistoTCS
0€30IacCHBIMH.

CoBeTblI 0 He30MacHOCTH padoTe B 001IeNOCTYNMHBIX ceTsix Wi-fi:

1.  He nepenasaii cBoto auuHyt0 HH(popMaluio yepe3 obmmenoctynHsie Wi-Fi cetu. Pabotas B Hux,
JKeJaTeIbHO He BBOAMTH MAPOITH JIOCTYIIA, IOTHHBI M KAKHEe-TO HOMEPa,

2.  Hcnonp3yi u OOHOBJSIE aHTUBUPYCHblE MporpamMmbl U OpaHamayep. Tem caMbIM  Tbl
obe3omnacuib ce0s OT 3aKauKu BUPYyca Ha TBOE YCTPONCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkmoun ¢yHkuuioo «OO0mui qocTyn K QailiaMm ¥ OpuHTEpam».
JanHas QyHKIHMS 3aKphITa MO0 YMOJYAHHIO, OJTHAKO HEKOTOPHIE MOJB30BATEIH AKTUBUPYIOT €€ NI
y100CTBa UCIOIB30BaHMS B paboTe Ui yueoe;

4.  He ucnons3yit nyonuunbiii WI-FI mis mepenaum nUuHBIX JAaHHBIX, HalpuUMep Ui BBIXO/a B
COLMAJIbHBIE CETH WM B 3JICKTPOHHYIO 110OUTY;

5. Nnonw3yit Tonmpko 3amumennoe coeauHenue yepe3 HTTPS, a ue HTTP, 1.e. mpu nabope BeO-
ajpeca BBoaU UMEHHO «https://»;

6. B moGwibHOM Tenedone oTkmoun ¢yHkuuio «llogkmouenne k Wi-Fi aBromarnuecku». He
JIOTTyCKail aBTOMAaTUYEeCKOro MOAKII0YeHUs ycTpoiicTBa Kk ceTsiM Wi-Fi 0e3 TBoero cornacusi.

ConuajbHbIe CeTH

COL[I/IHJ'II)HI)Ie CCTU aKTHUBHO BXOJAT B HAaIly )KWU3Hb, MHOTHE JIFOAU pa6OTaIOT " XKXUBYT TaM IIOCTOSHHO,
a B Facebook YKE 3apCruCTpupOBaH MUJIJIUAPA YCIIOBCK, UTO SABJISACTCA O)IHOI71 CCHBMOﬁ BCEX KUTEIeH
IIJIAaHCTHI.

MHorue moib30BaTelIn HE IIOHUMAroT, 4TO I/IH(I)OpMaLII/I}I, pasMCIICHHAsA UMHU B COHHAJIBHBIX CCTX,
MOJKET OBITh Haﬁ,Z[CHa U HCIIOJIB30BaHa KEM YIrogHO, B TOM YHCJIC HE 00s3aTeNIbHO C OJIaruMu
HaMCpPCHUSIMMU.



OcHOBHBIE COBETHI 0 0€30IACHOCTH B COIMAJILHBIX CeTAX:

1.  Orpanuup cnucok apy3eil. Y TeOs B ApPY3bsAX HE JOJDKHO OBITh CIy4YailHBIX M HE3HAKOMBIX
b1 {001 (7

2. 3amummaid CBOIO YacTHYK Xu3Hb. He ykaswiBail maponm, TenedoHbI, agpeca, IaTy TBOETO
POXKICHUS M JPYIyl0 JUYHYI0 UHGOpMaluioo. 3IO0YMBIIICHHUKA MOTYT HCIHOJB30BaTh Jake
UH(GOPMAIIHIO O TOM, KaK Thl U TBOHU POJUTEIN TUIAHUPYETE MPOBECTH KAHUKYJIBI;

3.  3amumiail cCBOIO penyTaiuio - Iep>KU ee B YUCTOTE U 3ajaBail cebe BOIpoc: XOTel Obl Thl, YTOOBI
IpyTHE MOJH30BATENIM BHUJCTH, YTO ThI 3arpyxaemib? Ilomymaii, mpexe 4emM 4To-TO OmyOIMKOBaTh,
HaIlACaTh U 3arpy3uTh;

4.  Ecnu Thl TOBOpHUILL C JIIOJbMH, KOTOPBIX HE 3HACllb, HE HCIOJIb3y CBOE peallbHOE UMS U
JIPYTYIO JTUYHYIO HH(POPMAIH: UMsI, MECTO KUTEJIbCTBA, MECTO Y4eObl U MpoYee;

5. UzGeraii pa3menienus pororpaduii B IHTepHETE, I/1€ ThI H300paKeH HAa MECTHOCTH, TT0 KOTOPOI
MO>KHO OIIPENEIIUTh TBOE MECTOMNOJI0KEHHUE;

6. Ilpm perucrpanuu B COIMAIBHOH CETH HEOOXOIUMO UCIOIB30BaTh CJIOXHBIC ITAPOIIH,
cocrosimue u3 OykB ¥ U(p U C KOTUIECTBOM 3HAKOB HE MEHeEe §;

7.  Jlns coumanbHOW CETH, MOYTHI U APYTHUX CAUTOB HEOOXOAMMO HCIIOIH30BaTh pa3HbIE MapoJIH.
Toraa ecnu T€0s1 B3710MaIOT, TO 3JI0YMBIIIJICHHUKY MOJIyYaT JOCTYI TOJIBKO K OJHOMY MECTY, a HE BO
BCE Cpasy.

DJIeKTPOHHbBIE IEeHbI'H

SHGKTpOHHHe JCHBI' — 3TO OYCHDb y,Z[O6HbII>'I croco0 HHaTe)Keﬁ, OOHAKO CYHICCTBYHOT MOIICHHUKMU,
KOTOPBIC XOTAT IMOJIYYHUTDb OTU ACHBI'U.

3J'I€KTpOHHI)I€ JACHBI' MOABUIIMCH COBCEM HECITAaBHO U MMCHHO M3-3a 9TOI'0 BO MHOT'UX IOCyJdapCTBax A0
CHUX IIOP HE MMPOMNHUCAHO IIPO HUX B 3dKOHAX.

B Poccun xe oHM (PYyHKIMOHUPYIOT M O HUX YK€ IPONUCAHO B 3aKOHE, TJe MX pa3feisioT Ha
HECKOJIBKO BUJOB — AHOHHMMHBIE M HE aHOHMMHBbIC. PasHuIla B TOM, 4TO aHOHHMMHBIE - JTO T€, B
KOTOPBIX pa3pelaeTcsi MpPOBOJUTh OmNepanuu 0e3 UAeHTU(UKAIMY [10JIb30BaTeNsl, a B HEAHOHUMHBIX
UICHTU(QHUKAIMY TI0Jb30BATEINS ABISETCSA 0053aTEIbHOM.

Taxoke crnenyeT pazauuaTh AJIEKTPOHHBIE (HATHBIE JEHBIH (PaBHBI TOCYAAPCTBEHHBIM BaJIOTaM) U
3JIEKTPOHHbIE HE(UATHBIE I€HBI'H (HE PaBHBI TOCYJaPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 0€30MacHOi padoTe ¢ ITeKTPOHHBIMH JIeHbIAMH:

1. IlpuBspku K cyery MoOOWUNBHBIM TenedoH. OTo caMblil ymoOHBI U OBICTPBIA cIOCOO
BOCCTAHOBHUTH JIOCTYI K cueTy. [IpuBsizanHblid TenedoH MOMOXKET, €Clii 3a0y/IelTh CBOW TIATEeKHBIN
napoJib MM 3aiEIIb Ha CAaliT C HE3HAKOMOT'O YCTPOMCTBA;

2.  Hcnome3yit ogHOpa3oBkie mapoiu. [locie mepexona Ha YCHIICHHYIO aBTOpH3AIHMi0 TeOe yxe He
OyZIeT yrpokaTh OMACHOCTh KPAXKU WM MepexXBarta MIaTeKHOTO Mapois;

3.  BoeiOepu crioxHbii maponb. [IpectymHukam OyaeT He TPOCTO yragarh CIOXKHBIA Tapoib.
HanexHble maponu — 3TO MapoiM, KOTOpbIE COJAepXkKaT HEe MeHee 8 3HaKOB M BKJIIOYAIOT B ceOs
CTPOYHBIE U MPOMUCHBIE OYKBBI, IM(PPHI U HECKOJIBKO CUMBOJIOB, TaKM€ KaK 3HaK jojuiapa, (QyHTa,
BOCKJIMIIATEIIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4.  He BBOJM CBOU JIMUHBIE JaHHBIEC HA CAliTaX, KOTOPHIM HE JJOBEPSEIIb.

DJIEKTPOHHAS 1104TA

DJNIEKTPOHHAs 10YTa — 3TO TEXHOJIOTHS U MPEAOCTABIIEMbIE €10 YCIYTH 1O TEPECHUIKE U MOTYUYESHUIO
AEKTPOHHBIX COOOLIECHHM, KOTOpPBIE paclpeAesiioTCsa B KOMIIBIOTEPHOU CETH.



OO0BI9HO 3JIEKTPOHHBIN IMOYTOBBIN SIILUK BBITJISI AT CHEAYIOLIUM obOpa3om:
UMs_TI0JIb30BaTENIA(@HUMS_TOMEHA.

Taxke KpoOME mnepeaadun nmpoCcToro TeKCTa, UMECTCA BO3MOXKXHOCTDh II€CPEAaBaTh (1)3171.]'[51.

OcHoOBHBIE COBETHI 10 0e30MacCHO padoTe ¢ 3J1eKTPOHHON MOYTOM:

1. Hamo BbIOpaTh mNpaBWIBbHBIA IOYTOBBIA cepBUC. B HWHTEpHETE €CTh OrPOMHBIA BBIOOP
OecriaTHBIX TOYTOBBIX CEPBHCOB, OJHAKO Jy4Ylle JOBEpPATh TEM, KOTO 3HACIIb U KTO NEpPBHIH B
peuTHHre;

2. He ykaspiBali B JWMYHOW mToOYTe JWYHYIO wuHpOpManuio. Hampumep, maydmie BbIOpaTh

«My3bIKaNbHBIN _(panaT@» wim «pok2013» BMecTo «remal3»;

3. Hcnonb3yil IBYX3TalHyr aBTOPU3ALMIO. DTO KOrja MOMHUMO Hapojisi HYXKHO BBOJIUTH KO,
npucbuIaeMblil mo SMS;

4.  BeiOepu cinoxHbIi nmaponb. i KaxI0ro MmoyToBOrO SIIMKA JOJDKEH ObITh CBOM HAJEKHBIM,
YCTOWUHMBBIN K B3JIOMY I1apOJIb;

5. Ecau ecTb BO3BMOXKHOCTb HallUCaTh CAaMOMY CBOM JIMUHBIN BOIIPOC, UCIIOIB3YH 3TY BO3MOXKHOCTb;
6. HMcmonb3yil HECKONBKO IMOYTOBBIX SIIUKOB. [IepBBIN Al 4acTHOW MEPENUCKU C aapecaTtami,
KOTOpPBIM Thl JOBEps€UIb. JTO JJIEKTPOHHBIM agpec HE HaJ0 MCIONIb30BaTh IPU PETHCTpalMM Ha
dopymax u caiirax;

7. He otkpsbiBaii (aiiiasl U Apyrue BIOKEHHs B IMCbMaX JaXe €CJIM OHM MPUIUIM OT TBOUX JpYy3eil.
Jlyuiie yToYHM y HUX, OTIPABJISLIN JIU OHU TeOe 3T (ailiibl;

8.  Ilocne okoHuaHus pabOTHI HAa MOYTOBOM CEpPBUCE IEpPEJ 3aKPhITHEM BKIAJKU C CAalTOM He
3a0y1p HAXKaTh Ha «BBIATHY.

Ku6epOy/utuHT WK BUPTYaJibHOE H3/1€BaTeJIbCTBO

KubepOymmuHr — mpecieoBaHue COOOIICHUSMH, COJEPXKAIUMH  OCKOPOJICHHS, arpeccuro,
3alyruBaHKe; XYJIMTaHCTBO; COIHATbHOE OOWKOTHPOBAHHE C IMOMOINBIO Pa3IMYHBIX HHTCPHET-
CEpPBHUCOB.

OcHoBHbIE cOBeThI 0 0opble ¢ KNOEpPOYNIMHIOM:

1.  He 6pocaiics B 60ii. JIlyumuii cmoco6: mocoBeToOBaThCS Kak ce0s BECTH U, €CJIM HET TOro, K KOMY
MOXKHO OOpaTHUThCs, TO BHAyajle YCIOKOMThCSA. Eciau Thl HauHelmb OTBEYaTh OCKOPOJIEHHSAMHU Ha
OCKOpOJIEHUS, TO TOJBKO €11le O0JIbIIe Pa30AOKeIIb KOHPIHKT;

2.  YmpaBusi cBoel kubeppernyTamnuei;

3. AHOHUMHOCTH B ceTH MHUMas. CyIIECTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOWT 32 aHOHUMHBIM
aKKayHTOM;

4. He croutr BecTH XyJIUTraHCKUil o0pa3 BUpTyaidbHOW ku3HU. VHTEepHET (uKcupyeT Bce TBOU
JIeMCTBUS M COXpaHsAET UX. Y JaluTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

5. CoOmromaii cCBOM BUPTYaJIbHYIO YECTh CMOJIONY;

6. UrHopupyit enuHuuHbBlA HeraTuB. OJIHOpPA30BBIE OCKOPOWUTENbHbIE COOOIICHUS JIydlle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpamaeTcs Ha Ha4YaIbHOW CTa M,

7.  ban arpeccopa. B nporpamMmax oOMeHa MTHOBEHHBIMHU COOOIIEHUSIMH, B COLIMAIBHBIX CETSAX €CTh
BO3MOXKHOCTh OJIOKMPOBKU OTIPABKH COOOIIEHUH C ONPe/IeTICHHBIX aJIPECOB;

8.  Eciam TeI cBuaerens kuOepOysimHra. TBOM AEHCTBHS: BBICTYHNHMTH MPOTHB IpeciieoBaTels,
1oKa3aTh €My, 4TO €ro JIEHCTBHS OIEHHBAIOTCS HETaTUBHO, MOJUICPKATh JKEPTBY, KOTOPOW HYKHA
NICHXOJIOTHYECKAs TIOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOIO MIOBEACHUS B CETH.

MoOunbHbIi Tes1eoH

CoBpemenHble cMapTHOHBI U IUIAHIIETHI COAepkKaT B cede BIOJIHE B3pOCiblii (yHKIIMOHAM, U TeHephb
OHM MOTYT KOHKYpPUPOBaTh CO CTAallMOHAPHBIMU KOMIbIOTepamu. OJHAKO, CPEJACTB 3alIUTHI IS
MOJI0OHBIX YCTPOUCTB MOKA OYEHb MaJIo.



TecTupoBaHNe U IOUCK YSI3BUMOCTEM B HUX IPOUCXOJUT HE TaK MHTEHCUBHO, Kak s IIK, To xe
caMmoe Kacaercsi U MOOWJIbHBIX MPUIIOKEHUH.

CoBpeMeHHbIC MOOWJIbHBIC Opay3epbl YK€ MPAKTHYECKH JOTHAIM HACTOJbHBIC AHAIOTH, OJHAKO
pacmmpenre pyHKIMOHAIA BIEYET 32 CO00M OOJBITYIO CI0KHOCTh U MEHBIIYIO 3alUIIIEHHOCTb.

Jlaneko He Bce NPOM3BOIUTENH BBIMYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOINE KPUTHUECKUE YSI3BUMOCTH
JUISl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JJI51 0€30IMaCHOCTH MOOHJILHOIO Te.]'le(l)OHa:

1. Hwuuero He sBisieTcs Mo-HAcTosIIEeMy OecriaTHbIM. bBynb ocTopoxeH, Beap Korga TebOe
IpeUIaratoT OeCIUIaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKME-TO IUIATHBIE YCIIYTH;

2. Jlymaii, npexne yeMm oTnpaBuTh SMS, ¢oro unu Buzpeo. Thl TOUHO 3Haelb, e OHU OyAyT B
KOHEYHOM HuTOre?

3. Heo0xomumo 0OHOBISTH OMEPAIMOHHYIO CHCTEMY TBOETO CMapT(OHa;

4.  Hcnonb3yit aHTUBUPYCHBIE TPOrpaMMBbI JIIsI MOOUJIBHBIX T€JIE(POHOB;

5. He 3arpyxail npuiaokeHus OT HEU3BECTHOIO HCTOYHUKA, BEAb OHM MOTYT COJAEpXKarTb
BPEIOHOCHOE ITPOrpaMMHOE 00ecIIeYeHue;

6. Ilocme TOro Kak ThI BBIAJEIIb C CaiiTa, Ie BBOAMI JUYHYIO WH(POPMAINIO, 3aiiI1 B HACTPOUKH
Opaysepa u ynanu cookies;

7. Ilepuoauuecku MpoBepsii Kakue IUIaTHBIE YCIYT'H aKTUBUPOBAHbI HA TBOEM HOMEpE;

8.  JlaBaii cBOil HOMEp MOOWJIBHOTO Teie(oHa TOIBKO JIFOISAM, KOTOPBIX THI 3HACIIb M KOMY
JIOBEpsIeIlb;

9. Bluetooth momkeH ObITH BBIKIIOYEH, KOTJa Thl UM HE mojb3yenibesi. He 3a0biBail mHoOTIA
IIPOBEPSATH 3TO.

Online urps!

CoBpeMeHHbIE OHJIAH-UTPbI — 3TO KPacOUHbIE, 3aXBATHIBAIOIIUE PA3BICUEHUS, 0OBEAUHSIONINE COTHU
THICSIY YEJIOBEK MO BceMy Mupy. Urpoku uccienyroT JaHHBIH UM MHp, OOIIaloTCs ApYr € APYrom,
BBITOJIHAIOT 33JaHMsl, CPAKAIOTCA C MOHCTPAMM M IOJy4YalOT OMNBIT. 3a YAOBOJIBCTBHE OHM ILIATAT:
MOKYTAIOT JUCK, OIJIaYMBalOT a0OHEMEHT WJIM IPUOOPETAIOT KaKUEe-TO OIIUH.

Bce stn cpeacrBa MAYT Ha IMOAACPIKAHUC U PASBUTUC HUIPBI, a4 TAKKC HaA CaMy 0C30ITaCHOCTb:
COBCPHICHCTBYIOTCA CHUCTEMbI aBTOpPU3allMH, BBITYCKAKOTCA HOBLIC IMAaT4H (HI/I(l)pOBI)IG 3aIlJIaTKH JJIs1
nporpaMM), 3aKPbIBAIOTCA YI3BUMOCTU CECPBEPOB.

B HOI{O6HBIX HUrpax CTOUT OIaCaTbCA HE CTOJIbKO CBOUX COIICPHUKOB, CKOJIBKO KpaXu TBOCTO IapOJId,
Ha KOTOpPOM OCHOBAaHa CUCTEMA aBTOpHU3allun OOJILITNHCTBA urp.

OcHOBHbBIE COBEThI 10 0€30IIACHOCTH TBOEro HI'POBOro aKKayHTa:

1.  Ecnu apyroil urpok BeaeT ceds IUIOXO WIM cO3JaeT Te0e HENpUATHOCTH, 3a0JOKHpPYH €ro B
CIIFICKE UTPOKOB;
2.  Tloxanyiics aIMUHHCTpaTOpaM WIpbl Ha IIJIOXO€ TIOBEJAEHHE ATOr0 HIPOKa, KeJIaTeiabHO

MIPUJIOKUTH KAKUE-TO TOKA3aTeNIbCTBA B BUJE CKPUHOB;
He yka3bIBaiil muunyro nHpopmaiuio B mpodaiiiie urpsl;

VBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeoumanbHble TATYM U MOJIBI;

Hcnonb3yil CloXKHBIE U pa3HbIE TAPOJIH;

Jlaxxe BO BpeMsl UIPbl HE CTOUT OTKJIIOYaTh aHTUBHMpYC. [Ioka Tl Urpaeimb, TBOM KOMIIBIOTED
MOTYT 3apa3UTh.

No ok w

DOUIIUHT WA KpaiKa JUYHbIX JaHHbIX



OObIyHON Kpakel JCHEeT M JOKYMEHTOB CETOJIHS YK€ HUKOTO He yauBHflllb, HO C Pa3BUTHUEM
UHTEPHET-TEXHOJIOTUH 3JOYMBIIUICHHUKH MEPEMECTHIINCh B UHTEPHET, M MPOJODKAIOT 3aHHUMAThCS
WIFOOUMBIMY JIEJIOM.

Tak mosiBHUIachL HOBas yrposa: HUHTCPpHCT-MOIICHHUYCCTBA WJIHU (1)I/IIJ_II/IHF, TjIaBHasA 1OCJIb KOTOPOTO

COCTOUT B TIOJYYCHUH KOH(HICHIMATBHBIX JaHHBIX TI0JIb30BaTEelie — JIOTMHOB M maposieil. Ha
aHrMiickoM si3bike phishing uurtaetcs kak ¢ummar (ot fishing — peiOHast noBns, password —
1apoJib).

OcHoBHbIE cOBeTHI 0 00pbOe ¢ PUIIHHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mojo3peBaellb, YTO TBOS aHKeTa ObLia B3JIOMaHa, TO
HE00X0UMO 3a0JI0KHPOBATh €€ U COOOLIUTh aIMUHUCTPATOPAM pecypca 00 3TOM Kak MOXKHO CKOpee;
2.  Hcnomw3yit 6e30macHbie BeO-CATHI, B TOM YHCIIE, MHTEPHET-Mara3uHOB U IOMCKOBBIX CHUCTEM;

3.  Hcnonb3yil cnoxHble W pa3Hble mapoiau. Takum oOpa3om, eciau TeOs B3JIOMAIOT, TO
37IOYMBIIIICHHUKH MOTyYaT AOCTYI TOJBKO K OJJHOMY TBOEMY NMPO(UIIO B CETH, a HE KO BCEM;

4.  Ecmum T1ebs B3IOManM, TO HEOOXOAMMO IMpPENyNpeIuTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
no0aBiieHbl y TEOS B JPY3bsAX, O TOM, YTO TeOs B3JIOMalM M, BO3MOXHO, OT TBOEro MMEHHU OyjaeT
pacchlIaThes CIaM U CCUIKM Ha (DUIIMHIOBBIE CAMThI;

5. Ycranosu HagexHbIi napoias (PIN) Ha MOOMIIBHBIN Tene(oH;

6.  Otkiro4M coxpaHeHue napoiis B Opaysepe;

7.  He otkpbiBaii (aiiiasl U APYTrHe BIOKEHHS B MHCbMaX JaXKe €CJIM OHH MPUIIUTH OT TBOUX JPY3€i.
Jly4ie yTOYHM y HUX, OTHPABJISUIN JIM OHU TeOe 3T (pailibl;

Mu¢posas penyrauus

HudpoBas penyranuss - 5TO HEraTuBHas WM TO3UTHBHasg uHpopManus B ceTd o TeOe.
Komnpomerupyromass uHpopMaius pasMelleHHas B HHTEpHETE MOXET Cephe3HbIM 00pazom
OTPa3UThCS HA TBOEH pPEaIbHOM KU3HU.

«udposas pemyranusi» - 3TO TBOM UMUK, KOTOpBI (opmupyercs u3 uHpopManuu o Tebe B
WUHTEPHETE.

TBOE MeCTO KHTENbCTBA, yueObl, TBOE (PMHAHCOBOE IMOJIOKEHHUE, OCOOEHHOCTH XapaKTepa U paccKa3bl
0 OJIM3KUX — BCE OTO HAKATUIUBAETCS B CETH.

MHorue noApoCTKU JETKOMBICIEHHO OTHOCATCSA K MyOJuKanuu Ju4Hoi uHopmanuu B MHTEepHeTe,
HE TIOHKMMas BO3MOXKHBIX MOCJIEACTBUI. Thl 1axe HE CMOXKEIIb JA0rajaTthCs O TOM, 4TO gororpadus,
pasMelleHHas 5 JIeT Ha3a/l, cTaja MPUYMHON OTKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pasmenienne TBoux Gororpaduii u 1pyrue 1eHcTBUS MOTYT HE HCUE3HYTh J1a)Ke Tociie
TOTO, KaK Thl UX yJdauuiib. Thl HE 3HaelIb, KTO COXpaHWJI 3Ty WMH(pOpMalMio, TMonaja Jd OHa B
IIOUCKOBBIE CHCTEMBI M COXPAHMIIACH JIM OHA, a TJIaBHOE: YTO MOAYMAIOT O TeOe OKpYyKarollee JII0H,
KOTOpbIe HAliAyT W yBUAAT 3T0. HailTu MHpOpMaIUI0 MHOTO JIET CIYCTSI CMOXET 000 — Kak u3
JTOOPBIX MOOYXKIEHUH, TaK U C HAMEPEHUEM IPUUUHUTH Bpel. DTO MOKET OBITh KTO YTOIHO.

OcHoBHBIE COBeTHI IO 3a1uUTe HUGPOBOI penyTanum:

1.  Tlomymaii, mpexae 4eM 4YTO-TO IMyOJMKOBATh U MepenaBaTh y ceOs B Oiore Wid B COIHAIbHOM
CeTH;

2. B mHacrpoiikax mnpodmis ycTaHOBH OrpPaHMYEHHUS Ha MPOCMOTP TBOEro MNpoQMiIs U €ro
COAEPKUMOTO, CAETIal €ro TOJbKO ISl IPYy3eh»;

3. He pa3memaii u He yka3piBail HMH(pOpPMAIHMIO, KOTOpask MOXET KOro-au0o OCKOpOJIATh WIN
00MXKaTh.

ABTOpCKOE IPaBo



CoBpeMeHHbIE MIKOJILHUKA— aKTUBHBIE MOJIb30BATEIN HU(POBOTo mpocTpaHcTBa. OIHAKO AAJIEKO He
BCE 3HAIOT, YTO I10JIb30BAHHE MHOTMMH BO3MOKHOCTSAMH LIM(PPOBOro Mupa TpedyeT coOItoieH s paB
Ha UHTEJUIEKTYaJIbHYIO COOCTBEHHOCTb.

TepMHUH «HHTEIUIEKTyalbHass COOCTBEHHOCTb» OTHOCHTCSA K Pa3JIMYHBIM TBOPEHUSM UYEIOBEUYECKOTO
yMa, HauMHas C HOBBIX M300pETEHMH U 3HAKOB, 00O3HAYAIOIUX COOCTBEHHOCTh Ha MPOJYKTHl U
yCIOyrd, W  3aKaH4uMBas KHHramu, QororpadusMu, KuHOQUIBMAMH M MY3bIKQJIBHBIMU
IIPOU3BEICHUSAMH.

ABTOpCKHE TIpaBa — 3TO IpaBa Ha MHTEIUICKTYaJbHYIO COOCTBEHHOCTh HAa IMPOU3BEACHHUS HAYKH,
JUTEPaATyphl U UCKYCCTBA.

ABTOpCKHE MpaBa BHICTYNAIOT B KAYECTBE FapaHTUU TOTO, YTO MHTEIUICKTYaJIbHBIN/TBOPUECKUI TPy
aBTOpa He OyAeT HampacHBIM, JAaCT €My CIIpPaBeIJIMBBIC BO3MOXXHOCTH 3apaboTaTh Ha pe3ysibTaTax
CBOETO TPY/la, MOJIYYUTh U3BECTHOCTh U MPU3HAHHUE.

Hukro 06e3 paspemieHuss aBropa HE MOXET BOCIPOU3BOJIUTH €0 IMPOU3BEACHUE, PACIPOCTPAHSTH,
nyOJIMYHO JEMOHCTPUPOBATh, IPO/aBaTh, UMIOPTUPOBATH, ITyCKAaTh B MPOKAT, IMYOJIMYHO HCIOIHATS,
MIOKa3bIBAaTh/UCIIONHATH B 3(Upe WK pa3Meniats B IHTepHeTe.

Hcnonn3oBanne «IIAPATCKOro» MmporpaMMHOro 00eCIICUCHHS MOXKET IMPUBCCTH K MHOTHUM PUCKaM: OT
MOTeCpU HaHHBIX K TBOUM dAKKayHTaM -0 6J'IOKI/IpOBKI/I TBOCTO YCTPOﬁCTBa, rac YCTaHOBHeHHBIﬁ HEC
JerajibHasd IporpaMma. He croutr Takxke 3a6I)IBaTI>, 4TO CYHCCTBYCT JICTAJIBHBIC H OecraTHbIC
IIporpaMmabl, KOTOPbIC MOKHO HaWTU B CETH.

O nmopraJe

CereBU4OoK.p() — TBOM ITIaBHBIM COBETYMK B CETU. 371€Ch Thl MOXKEIIb Y3HaTh O O€30IaCHOCTH B CETU
HOHSATHBIM U JIOCTYNIHBIM SI3bIKOM, a NMpPH BO3HMKHOBEHHHM KPUTHYECKOH CUTyallMM OOpaTHThCS 3a
COBETOM. A Tak)Ke IPUHATH y4acTHE B KOHKYpPCaX U CTaTh CaMbIM LIU(PPOBBIM I'PaxTaHUHOM



